
Blockchain Authenticity for Any Data Stream

FAQ

What is Integrity? Sixgill Integrity is the blockchain 
solution for data authenticity. Fulfilling the critical 
enterprise need for end-to-end, real-time data 
authenticity assurance, Integrity provides robust 
capabilities to monitor and guarantee the veracity of 
any data stream, including today’s sensors emitting 
time-series data in any form. Integrity 1.0 provides 
organizations with: 

• End-to-end data lifecycle immutability
• Permanent and continuous regulatory-grade data 

auditability
• A powerful, fully configurable rules engine to define 

and trigger actions
• Full functionality that is data-, device-, and ledger-

agnostic
• A comprehensive dashboard for rules and 

operations monitoring, with real-time analytics
• Automated real-time alerts of any data compromise
• Device authenticity validation
• Deployment to single tenant private clouds or 

custom on-premise deployment
• SaaS version coming in 2020

With Integrity, organizations have absolute assurance 
that the data they create, transmit, process, act on, 
and store remains unchanged and tamperproof. 
Integrity ensures that organizations – including their 
stakeholders, regulators, clients and others – can truly 
trust their data, particularly for high-stakes data 
automation applications. 

Why Integrity; what makes it different? Integrity 
combines the performance and scale of modern 
distributed data systems with the highly secure 
properties of Distributed Ledger Technology (DLT). 
Integrity uses a breakthrough, first-of-its-kind hybrid 
architecture which leverages (permissioned) 
blockchains to create permanent audit trails for any 
data stream from the point of data origin through its 
entire life-cycle. This is achieved by storing "hashes" of 
time-series data on-chain, but storing the data itself off-
chain, allowing for ultimate privacy and production-
grade real-time performance.

In addition, a powerful rules engine enables domain-
specific knowledge and business logic to operate on 
real-time data by triggering automated alerting when 
anomalies are detected, e.g. heart rates that are out of 
bounds, or cooling systems that are not compliant with 
specific thresholds.

What are the benefits of Integrity’s hybrid architecture? 
Designed with a distributed ledger on-chain/off-chain, 
hybrid architecture that can leverage private 
(permissioned) and public blockchains. Integrity 
marries the immutability of blockchains with an off-
chain data layer to deliver both immutable data 
integrity and real-time performance at scale.

What’s the difference between public and private 
blockchain? Public blockchains and private (or, 
permissioned) blockchains differ in important ways. A 
public blockchain is typically slower, requires 
management of wallets and crypto currencies, and has 
no single owner, but is the most trustless and secure. 
Permissioned blockchains make deployment easier, 
run faster, and can be deployed within the enterprise, 
enterprise, but have more centralization. 

What is blockchain? A blockchain is a reliable, difficult-
to-hack record of transactions – and, of who owns 
what. Blockchain is based on distributed ledger 
technology, which securely records information across 
a peer-to-peer network. Although it was originally 
created for trading Bitcoin, blockchain’s potential 
reaches far beyond cryptocurrency. Blockchain ledgers 
can include land titles, loans, identities, logistics 
manifests, health records, etc. – anything of value. 

Why is blockchain referred to as a “trustless 
technology”? The term “trustless” doesn’t mean that 
blockchain can’t be trusted. Instead, it means users 
don’t need to put their trust in any of the other people 
who use it — and it’s designed so that people with 
malicious intent can’t hack it.

What is Distributed Ledger Technology (DLT)? A DLT is 
a decentralized database that is managed by various 
participants. There is no central authority that acts as 
arbitrator or monitor. As a distributed log of records, 
there is greater transparency – making fraud and 
manipulation far more difficult – and it is more 
complicated to hack the system. Blockchain is a type of 
DLT, but not all DLTs are blockchain.

What is Ethereum? Ethereum is an open source 
distributed public blockchain network. It allows 
decentralized apps to be built on it with the help of 
Smart Contract functionality.
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Do I need to already be using blockchain technology to use 
Integrity? No. You can use Integrity without any existing 
Blockchain expertise or deployments. Integrity comes with its 
own ledger technology that can be deployed alongside 
existing systems.

What are build vs. buy considerations? Developing an in-
house audit trail requires many organizational safeguards to 
ensure the team and system developing it is independent 
and uses the highest standards of quality. To implement their 
own blockchain-based data auditing, enterprises will require 
very specialized software developers. Integrity can be 
specifically customized and extensively integrated for each 
customer. With Sixgill, no blockchain expertise or software 
development teams are needed on your staff and time-to-
operation is reduced from months to days.

How interoperable is Integrity? Can it work with my other 
systems? Integrity is a modular system and is designed to 
flexibly operate with existing platforms and systems. All data 
inputs and outputs can be accessed through documented 
modern REST APIs. 

What data types can be processed by Integrity? Integrity is 
data-agnostic but is optimized for data streams worth 
auditing.

What kinds of analytics and reporting can be generated? The 
data lake has a fast analysis component powered by 
Elasticsearch® allowing interactive search and aggregations 
on the data. This means any time-series, top list aggregations 
or faceted filtering can be done on the data.

Are there tokens/cryptocurrencies involved in running 
Integrity? Integrity is blockchain implementation-agnostic and 
supports multiple implementations. Some of these 
implementations require managing of wallets, but some 
don’t. We recommend using a permissioned blockchain such 
as IBM Hyperledger for easiest deployment.

What are Integrity Dashboard capabilities? Dashboards can 
be customized depending on customer needs. Primary 
dashboard capabilities include:
• High-level reporting of data ecosystem health
• Interactive audit trails with rich meta-data
• Drill-down into data streams and events
• Powerful engine for rules definition and alerts
• Alerting and drill-down for critical integrity failures (when 

on-chain and downstream off-chain data don’t match)
• Alerting and drill-down of non-critical detected patterns, 

e.g., anomalous data values, suspicious user activity, 
macro meta-data irregularities
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Features Hyperledger Ethereum

Purpose Preferred platform for 
B2B businesses

Platform for B2C 
businesses and 
generalized applications

Confidentiality Confidential transactions Transparent

Mode of Peer 
Participation

Private and Permissioned 
Network

Public/Private and 
Permissionless Network

Consensus Mechanism
Pluggable Consensus 
Algorithm: No mining 
required

PoW Algorithm: Consensus 
is reached by mining

Programming 
Language

Chaincode written in 
Golang

Smart Contracts written in 
Solidity

Cryptocurrency No buiit-in cryptocurrency Buiit-in cryptocurrency 
called Ether

What is Hyperledger? Hyperledger is an open-source project 
founded by the Linux Foundation. It provides a diverse suite 
of projects and frameworks to businesses and developers to 
build blockchain networks and applications. Hyperledger 
Project aims to ease the collaboration between enterprises, 
developers and businesses in the field of DLT (Distributed 
Ledger Technology). 

What are the differences between Ethereum and 
Hyperledger?

How does Integrity encryption work? Integrity uses numerous 
encryption techniques on top of the encryption techniques 
used by blockchain. This includes rolling SHA-3 hashes and 
elliptic curve (ECDSA) origin signatures. Data can be 
encrypted using asymmetric public/private key encryption 
from the point of origin (agent) up to the collection point. Off-
chain cloud storage is encrypted at rest.

How scalable is Integrity? Integrity is horizontally scalable. 
This means we can linearly scale each data store and data 
processing sub system to accommodate any volume.

How Does Integrity compare with discrete capabilities of 
cloud and blockchain?
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How does the alerting work? The first layer of alerting 
continuously monitors the on-chain audit trail and 
compares it with all the data stored in the off-chain 
data lake. Whenever a mismatch is found of content, 
sequence or time it will trigger an alert. Any 
subsequent alerts that are similar are aggregated on 
top of the alert.

The second layer monitors patterns in your data for 
anomalies. For example, an unexpected spike in meta-
data over time, or suspicious user activity based on 
geolocation data or general macro meta-data 
irregularities.

How customizable is Integrity? Integrity is designed for 
highly flexible integration with existing platforms and 
systems. All data and reporting are customizable. Out 
of the box, we configure meta-data mapping for the 
desired reporting. We provide further workflow and 
reporting customization using our professional services 
team. 

Can Integrity work with other Sixgill products? Integrity 
can optionally be integrated with Sixgill Sense; 
however, it is a discrete product that can provide 
blockchain-based integrity to a wide variety of other 
data chains where veracity, immutability and 
auditability are vital.

Compliance Data

Sixgill Is Featured 
in Frost & 
Sullivan’s Report: 
IoT Data Security 
Market Watch: 
Solutions to 
Address the Key 
Industry 
Requirements
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Sixgill provides a full suite of universal data automation products and services that enable organizations to govern IoE assets.
With Sixgill, organizations easily acquire, analyze and act on IoE data, at any velocity or scale. Meeting the increasing necessity 
for end-to-end data management, process automation and analytics for real-time operations, Sixgill offers Sense for sensor data 
enrichment and automation, Sense Vision for ML-based camera data intelligence, and Integrity for blockchain-based data 
authenticity. HyperLabel, by Sixgill, is a desktop application for fast and easy creation, automation, updates, and management of 
annotated datasets for Machine Learning. To learn more, visit Sixgill.com.
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