
A Closer Look: 
The eSentire Difference
Setting the Industry Standard for Managed Detection and Response

PURPOSE  

This white paper outlines eSentire’s Managed Detection and 

Response capabilities in detail and establishes an industry 

standard by which you can measure your current security 

service provider and potential MDR vendors against. The 

intention is to help your organization make more informed 

decisions when evaluating security services providers and 

balancing the risk acceptance vs. cost equation. 

INTENDED AUDIENCE 
 
Security Practitioners, IT/Security Leaders and  

Executive Decision Makers.

WHAT YOU WILL LEARN  

• The current state of the MDR market and how potential 

adopters could be exploited

• How the eSentire MDR approach is different

• A deep dive into eSentire detection

• A deep dive into eSentire response

• What it means to you as a technician, manager, Executive 

or Board Member

• Summary: eSentire vs. the market
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A Closer Look: The eSentire Difference

MDR BECOMES OFFICIAL: 
THE GOOD, THE BAD AND 
THE UGLY 

THE GOOD

In 2016, Gartner launched their Market Guide for Managed 

Detection and Response Services. While the evolution 

in the practice of combining detection and response into 

one holistic service can be traced back over almost two 

decades, the formalization and measurement seemed to 

be a calling to traditional service providers that there was 

a new standard by which they would soon be measured 

and expected to deliver. More importantly, security 

service providers and organizations were evolving their 

capabilities to answer one of the most commonly used but 

true phrases in cybersecurity today...”it’s not if, it’s when”. 

Managed Detection and Response is essentially balancing 

the imbalanced equation between prevention, detection, 

response and recovery. 

At its core, MDR is intended to answer the following 

questions:

• What happens if prevention fails?

• How do we detect threats that evade traditional 
measures? 

• How do we contain and remediate when a threat gets 
through?

• How much risk are we willing to accept? 

Gartner’s introduction of MDR was a call-out to the world 

that security services were changing. Specifically, there 

would be a shift in security investments, from being heavily 

allocated to prevention and detection to a more balanced 

approach that increases the focus on response and recovery. 

This approach ultimately results in reducing the detection 

to remediation timeframe, which correlates to risk reduction 

and protecting business objectives. 

THE BAD

While MDR was meant to illuminate a new way security 

services are delivered in response to the cat and mouse 

game of keeping up with the latest threats, the term MDR 

became a blessing and a curse for many organizations. The 

lack of strict measurement or analyst alignment to quadrants, 

waves or other visual comparisons has led to severe market 

confusion and an opening for vendor marketing teams to hop 

on the MDR bandwagon. If you walk the floor of any security 

conference or visit almost any security vendor’s website, 

MDR will almost assuredly be there, or has at least been 

added to check the box on the latest industry term. 

THE UGLY

Unfortunately, without direct measurement standards for 

security vendors who claim to deliver MDR, exploitation has 

been common in order to drive sales. As the company that 

founded MDR in 2001, eSentire is the vendor of choice for 

many former clients of Managed Security Service Providers 

(MSSP) or what we like to call MD “little r” (i.e. organizations 

with advanced detection capabilities, but still rely on 

retainers for incident response) who exploited the MDR term 

in its infancy. The unfortunate part is that these organizations 

ended up being breached or exposed to tremendous risk 

under the care of their MSSP or MDr providers, and this has 

led to widespread apprehension of MDR in the marketplace 

and confusion about how to measure vendors against the 

industry standard.
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Adoption of the term “MDR” by MSSPs should be met with healthy 
skepticism by buyers, as Gartner has observed increasing use of the 
term in the last 12 months. In some situations, the use of the term is 
legitimately warranted. In other cases, there is little evidence that a 
service is really aligned to the characteristics defined in this note.

“

— Gartner, June 2018
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HOW THE ESENTIRE 
APPROACH IS DIFFERENT 
 
Every security service provider believes their approach is the 

right approach. And, to some degree, that can be true. Every 

prospective client is at a different stage of their security 

maturity process, and their requirements and risk appetite 

are unique. However, the fundamental difference between 

MDR vendor approaches comes down to risk appetite and 

acceptance. The balance of mitigated risk, open risk and 

total cost of ownership (TCO) creates a relationship that 

attributes value to the different levels of service offered by 

MDR vendors and ultimately affects business objectives and 

the bottom line (see Figure 1).

Taking into account the reciprocal nature of risk vs. cost, 

eSentire MDR sets out to balance the equation, a mission 

that is reflected in the company’s core value, which is upheld 

in all decisions and client interactions: a client’s network can 

never, ever be compromised. While this might not seem far 

DETECTION RESPONSE
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not. If we haven’t seen a signal in a client’s environment 

before, a human analyst hunts down the root cause and 

determines its intent.

Time is the enemy. The detection to remediation 

timeframe is critical. Everything from alerts, containment, 

forensics and remediation must be included in all 

services as standard to minimize dwell time and mitigate 

the risk of a breach.
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While signatures, UBA and machine learning can alert to a 

possible attack, new signals represent potential malicious 

activity that could be bypassing traditional security controls.

Our approach is to assign explanations to these signals if 

we have seen them in your environment before. However, 

if they haven’t been seen, our Security Operations 

Center (SOC) investigates until we determine if it is or 

isn’t malicious, ensuring that threats that were missed by 

traditional security controls are handled accordingly.

Key components: Detection Tuning, Situational Awareness 

and Detection Architecture.

Incident response retainers are not incident response. 

When an incident is in progress, our priority is to stop 

it immediately and support remediation to the fullest 

extent. Given detection and response are delivered 

by the same team, there is no time lag from handoff or 

waiting to sign or initiate a contract or SLA for response 

support. Incident response is standard and unlimited in 

all of our services.

Key components: Containment, Forensic Investigation 

and Co-remediation. 

Figure 2:
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off from other vendors’ slogans, the difference lies in our 

approach and our ability to deliver on the promise in a cost-

effective way. It hasn’t been the easiest path to navigate. 

While we were paving the way with a new approach to 

cybersecurity, we witnessed countless security vendors 

trying to head in the same direction. They emerged, got 

acquired, went out of business and everything else that 

happens in between. The constant with these vendors was 

that they repeatedly missed threats and put their clients 

at risk. Over the past 17 years, we continuously asked 

ourselves, “Are we delivering on our promise that a client’s 

network can never be compromised?” Proudly, we always 

answered “Yes” and it boiled down to one fundamental 

reason: We were detecting and responding to the cyber 

threats that other technologies miss.

Looking closer at how we accomplish this, it helps to 

understand our two unique and fundamental philosophies 

about detection and response (see Figure 2).
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A DEEPER DIVE INTO 
DETECTION AND RESPONSE
 
DETECTION OVERVIEW 

Claiming that we detect and respond to threats that other 

technologies miss is one thing, proving it is another. While 

there are many different means by which to detect threats 

from signatures at the basic level to advanced machine 

learning and AI, to be effective, each method relies on the 

symbiotic relationship between human and machine to 

confirm the threat and initiate response. At eSentire, we 

recognize that machines can only do so much. There is still 

a need for human intervention to take information, analyze it 

and turn it into something useful in order to make an informed 

decision. Our detection platform is the combination of both 

worlds: using a proprietary toolset and platform named 

esARTEMIS, our analysts are empowered to hunt and contain 

threats before they can become business disrupting.

While not as easy to illustrate as the response component of 

our service, the following sections are intended to answer: 

How is detection done, what is it built upon and is it really 

different? The answers to these questions focus on three key 

areas of our detection capabilities and how they differ from 

those of other MDR service providers. Following the detection 

deep dive, response is covered and summarized into a 

comparison chart to use as you decide on the appropriate 

MDR vendor for your organization.
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Many security technologies require constant configuration 

updates from trained security experts to be able to function 

effectively inside a given real-world environment. One of 

eSentire’s core services involves re-tuning and adjusting 

platform configurations as needed to ensure we’re detecting 

what’s important from a security perspective. This involves 

selecting the best security feeds and writing and adjusting 

and curating the best possible set of rules for deployment in 

your specific environment.

What we do:

• Source Rules: Select appropriate industry-leading 

configuration rule source(s) for a given security 

technology.

• Load Rules: Load these as base configuration options 

into the esARTEMIS platform

• Fine Tune for Optimization Detection: Utilizing fine 

tuning and base configurations, eSentire specialists use 

esARTEMIS to review, edit and add in rules to create a 

merged configuration optimized for the detection of the 

technologies deployed in your environment.

Why it’s important:

• Security platforms will quickly become overly noisy if 

they are not re-tuned to deprecate rules that are no 

longer relevant and trigger on activity that has become 

common in the environment.

• Security platforms will likely not be able to detect new 

threats without new rules.

OTHER MDR eSENTIRE MDR

Continuous Tuning (Limited)

Merge and manage the signal set into a 

standard configuration that is deployed to all 

our boxes

Cannot guarantee updated 

coverage across all platforms and 

environments

Refinements and updates to account for your 

specific environment are done continuously 

as your environment changes

Can’t move fast enough to maintain 

situational awareness of meaning 

behind incoming signals

What does this mean to me?

TIME / BALANCE 

• Frees time to focus on higher level 

security tasks vs making sure basic 

detection technologies are kept up 

to date

• Diminishes time spent deploying 

rules to detect latest threats

• Provides a dedicated resource 

(eSentire SOC) that confirms 

protection and rules are up to date

RISK

• Ensures continuous protection 

against the latest threats

PEOPLE

• Less resources required to 

manage/tune security technology

PROCESS

• Minimizes the chances of false 

negatives

TECHNOLOGY

• Maintains situational awareness of 

meaning behind incoming signals 

contextual to your environment

• Ensures consistent and updated 

coverage across all platforms

RISK

• Protects against latest threats that 

could disrupt business operations

COST

• Requires less dedicated 

personnel resources 

• Improves ROI: Minimizes required 

investments vs traditional security 

service providers

DETECTION TUNING SITUATIONAL AWARENESS DETECTION ARCHITECTURE RESPONSE

SECURITY LEADERSECURITY PRACTITIONER EXECUTIVE
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Any time something new happens, we do not just trust a 

base rule. We examine the forensic data around it and turn 

it into something understandable at a human level before 

pulling the fire alarm. Ultimately, we start from situations 

where we see hundreds of signals and convert them into 

relevant and understandable data points that explain the 

activity in a useful way.

What we do:

• Has it been seen before? When enriched signals are 

produced by our platforms, esARTEMIS checks to see if 

an analyst has performed a recent forensic investigation

• Humans review it: If we have not had an analyst review 

and explain those signals, esARTEMIS tasks someone to 

examine it immediately.

• We develop an understanding: The analyst then 

develops an understanding of what is happening 

through esARTEMIS, leveraging the forensic data 

provided from all our integrated platforms.

• A conclusion is determined: The analyst then enters their 

conclusions into esARTEMIS, which associates those 

conclusions with future signals within a carefully defined 

scope as per the analyst’s direction.

Why it’s important: 

Maintaining this level of review on all the signals firing across 

every deployed security platform takes constant work, but 

it’s this situational awareness that enables our team to react 

quickly to real security issues.

OTHER MDR eSENTIRE MDR

Situational Awareness (Limited)

Monitor and investigate signals that are 

generated from any source that doesn’t 

currently have a known explanation for why 

they would be firing

Only looks at signals that are 

generated from known sources

Investigate and determine a root cause for a 

detection event that doesn’t have an existing 

known explanation within a 20-minute SLO

Needs much longer to investigate 

root causes as all signals are not 

monitored

TIME / BALANCE 

• Frees time that would otherwise 

be spent chasing down and 

investigating false positives

• Focuses your time on the threats 

that matter with actionable context

RISK

• All unusual signals investigated to 

ensure threats are not missed

PEOPLE

• Less FTEs required for investigative 

process

• Improved FTE utilization due to 

false positive reduction

PROCESS

• Rapid root cause determination

TECHNOLOGY

• Better ROI from realizing what 

threats are bypassing other 

controls

RISK

• Detection to containment 

timeframe minimized resulting 

in reduced chances of business 

disruption

COST

• Greater return on security 

investments, even those outside 

of MDR

• Less FTEs and technology 

investment needed

DETECTION TUNING SITUATIONAL AWARENESS DETECTION ARCHITECTURE RESPONSE

SECURITY LEADERSECURITY PRACTITIONER EXECUTIVE

What does this mean to me?



DETECTION TUNING SITUATIONAL AWARENESS DETECTION ARCHITECTURE RESPONSE
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eSentire selects specific technologies to operate at different 

layers according to an overall detection strategy. Running 

a completely separate, fully-managed solution stack allows 

us to optimize around our technologies and deliver a more 

streamlined and cohesive security experience.

Why it’s important:

Our analysts know when we receive an event, it’s going 

to be from a designated chokepoint, running a standard 

set of rules, and be accessible and link up with a standard 

set of queries that can be run to provide more information. 

This means that an investigation scenario conducted on a 

detected event at eSentire takes seconds to pull in all the 

information and make an informed decision.

TIME / FOCUS 

• Frees time as eSentire handles the 

pieces of the security sphere on 

your behalf

• eSentire analysts have deep 

knowledge of how to use our 

investigative platform to provide 

the expertise you need, when you 

need it

RISK

• Architecture is optimized to find 

a threat quickly and determine 

appropriate containment and 

remediation actions

PROCESS

• More streamlined experience to 

arrive at informed decisions

• Improves detection and 

confirmation time of a potential 

threat

TECHNOLOGY

• Technology is optimized and used 

in the way it was intended for better 

utilization in detection

RISK

• Architecture is optimized to find 

a threat quickly and determine 

appropriate response minimizing 

chances of business disruption

COST

• Less people, process and 

technology investment needed 

to get proper optimization from 

security investments

OTHER MDR eSENTIRE MDR

Technology Stack
Client’s own security stack

May or may not be fully managed

eSentire’s security stack

Fully managed

Architecture Breakdown

Network

Monitors ingress and egress chokepoints on your 

company network(s)
(Possibly)

Monitors decrypted spans (Possibly)

Endpoint

Monitors company assets at the endpoint level (Possibly)

Provides host-level visibility (Possibly)

Large pool of experts who specialize in using security 

technologies in the way and for the particular purpose they 

were intended

(This is sacrificed to accommodate 

flexibility)

Analysts know that when they receive a network event, 

it’s going to be from a designated ingress or egress 

chokepoint. It’s going to be running a standard set of  

rules, be accessible and link up with a standard set of 

queries that can be run to provide more information

(This is sacrificed to accommodate 

flexibility)

SECURITY LEADERSECURITY PRACTITIONER EXECUTIVE

What does this mean to me?
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As eSentire identifies emerging security situations (either 

through our own Situational Awareness process or when 

you make us aware of them), we immediately respond to 

contain and mitigate the situation on your behalf. Notice we 

say on your behalf. Other MDR vendors claim to provide 

the capability for you to contain a threat on your own via a 

portal or tool. At eSentire we question this approach and 

ask that even if your organization trusts the data provided 

via the portal or tool, do you have the resources to confirm 

the threat and contain it at 2AM in the morning on a Sunday? 

Other MDR providers do not want to take this responsibility 

as they rely on automated processes to identify and confirm 

a threat. Thus, they can save money and time while putting 

the responsibility on the client and avoiding liability for a 

wrong decision in the process. At eSentire we protect $6 

Trillion in assets under management. The organizations we 

protect cannot afford to make a wrong decision that could 

potentially disrupt their business.

When we perform tactical threat containment for our clients, 

we have confirmed it is indeed a threat that could result in 

business disruption before we pull the trigger. Our tactical 

threat containment is performed on the endpoint or network 

via host isolation or network communication disruption. 

Additionally, eSentire not only notifies you per your 

predetermined escalation path, we perform the full forensic 

investigation to determine the extent of the threat, how to 

remediate it and work with you step by step until the threat 

actor is eliminated and you return to a state of known good. 

All of these components are embedded in our MDR services 

and are unlimited resulting in an end-to-end process from 

detection to full remediation without the risk of business 

disruption.

What we do:

• Perform forensic investigation and map the event  
to the environment

• Tactically contain the threat on your behalf

• Alert, contextualize and provide guidance

• Support remediation until the threat is eliminated

• Continuously monitor for threat re-entry

Why it’s important: 

Without having incident response embedded in all of our 

MDR services, the timeframe from detection to remediation 

could extend to dangerous levels. Alerts, containment, 

forensic investigation and co-remediation results in 

minimized potential risk and costs to your organization.
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OTHER MDR eSENTIRE MDR

Alerts

General Guidance

Forensic Evidence
(Typically needs an IR retainer)

Logs: can perform searches inside client logs to assist 

in providing more information during an investigation

(Needs an IR retainer and 

client needs the right 

technology deployed)

Network: can gather and interpret forensic data 

(pcaps, netflow, metadata) from network chokepoints 

relevant to the investigation

(Needs an IR retainer and 

client needs the right 

technology deployed)

Endpoint: can gather and interpret forensic data 

(process flows, execution chains, etc.) from affected 

hosts relevant to the investigation

(Needs an IR retainer and 

client needs the right 

technology deployed)

DETECTION TUNING SITUATIONAL AWARENESS DETECTION ARCHITECTURE RESPONSE
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TIME

• eSentire handles simple incidents 

that would otherwise consume your 

time

• Instead of waiting for signs that 

a control failed and the security 

situation needs to be resolved, 

eSentire will reach out if something 

needs action

• When things go south, and you 

need all hands-on deck right now, 

eSentire handles the IR process 

for you

RISK

• Minimizes detection containment 

and remediation timeframe

PEOPLE

• Requires less investment in IR tools 

and FTEs

PROCESS

• Zero lag time from detection to 

response

• Containment is performed on your 

behalf per your escalation policies

• Full forensic investigative process 

is performed with co-remediation

• No IR retainer or processes to start 

incident response procedures

TECHNOLOGY

• Eliminates the need for expensive 

IR tools

RISK

• Mitigates organizational risk 

as threats are contained and 

remediated before business 

disruption can occur 

• Eliminates the chances of being in 

violation of breach notification laws

• Exceeds compliance mandates 

GDPR, PCI, HIPAA, etc.

COST

• Lower TCO: Eliminates cost of 

incident response retainers

• Potential long-term costs of a 

breach are eliminated

• Potential for regulator fines and 

costly sanctions eliminated

OTHER MDR eSENTIRE MDR

Response Time

Requires client to initiate

Typically 24 hours (remote)

Typically 48 hours (onsite)

Only one IR consultant 

guaranteed 

eSentire initiates

Engaged within 20 minutes

Includes full SOC/forensic team

Tactical threat containment on client’s behalf

Network: can implement client-wide TCP disruption 

at the chokepoint to stop an attacker from attempting 

against other targets

Endpoint: can fully isolate compromised internal 

hosts as part of response so lateral spread within the 

organization from an identified compromised endpoint 

is contained

(Possibly)

Continuous monitoring for re-entry after tactical threat 

containment

24X7 SOC support (Possibly)

Full remediation support including investigation 

beyond scope of services

SECURITY LEADERSECURITY PRACTITIONER EXECUTIVE

What does this mean to me?
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SUMMARY: A MARKET 
COMPARISON 

As pioneers in Managed Detection and Response, eSentire 

paved the way for a new approach to delivering security 

services. While adapting to the needs of our clients and 

the evolving threat landscape, eSentire’s MDR services 

have continuously evolved to remain an industry-leading 

approach focused on mitigating risk to our clients via 

minimizing the detection to remediation timeframe. While 

threat actors continue to find new ways to bypass traditional 

security controls and traditional service providers rely 

on antiquated approaches to detection and response via 

retainers, organizations will remain at risk. While we 

understand that the security services vendor landscape 

is vast and the decision process as to where to invest 

resources is complex, eSentire encourages you, when 

making your next investment decision, to consider the 

amount of risk a vendor presents due to gaps in their 

capabilities and how much you are willing to accept. If 

you find the consequences of a breach could present 

devastating effects from regulators and your clients, 

consider using the summarized comparison chart below 

to measure perceived value vs. risk to ensure your 

organization and the people that you service do not suffer 

from a business or life altering event. 

OTHER MDR eSENTIRE MDR

24x7 always-on monitoring (Limited)

Real-time inspection of every network packet utilizing full 

packet capture
(Limited)

Detection utilizing signatures and IOCs

Detection of unknown attacks leveraging patterns and 

behavioral analytics
(Limited)

Continuous human-driven threat hunting

Alerting of suspicious behavior (Limited)

Alerts

Confirmation of true positive (Limited)

Remediation recommendations

Tactical threat containment on client’s behalf (Limited)

24X7 forensic investigation and SOC support
(Need IR Retainer)

Evidence collection, dissection, processing and analysis
(Need IR Retainer)

Response plan for particular incident
(Need IR Retainer)

Remediation verification
(Need IR Retainer)
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eSentire is the largest pure-play Managed Detection and Response (MDR) service provider, keeping organizations safe 

from constantly evolving cyber-attacks that technology alone cannot prevent. Its 24x7 Security Operations Center (SOC), 

staffed by elite security analysts, hunts, investigates, and responds in real-time to known and unknown threats before they 

become business-distrupting events. Protecting more than $6 trillion in corporate assets, eSentire absorbs the complexity 

of cybersecurity, delivering enterprise-grade protection and the ability to comply with growing regulatory requirements. For 

more information, visit www.eSentire.com and follow @eSentire.


